PEKOMEHJALIU
0 mMpaBuJIax 0€e30MMaCHOI0 MCNOJIL30BAHNSA KOMIIbIOTCPHBIX
TCXHOJIOFHﬁ, PaACY€THBIX 63HKOBCKI/IX KapT, CONHAJbHBIX ceTen.

Pa3paboTaHHbI€ ¢ €TI0 TPECEUCHUS TPECTYIIIEHUH, COBEPLIAEMBIX C
UCITI0JIb30BaHUEM MH()OPMAIIMOHHO-TEIEKOMMYHUKALIMOHHBIX TEXHOJOTHIA Ha
TeppUTOpHH I'. Ypas XaHTbl-MaHCUICKOTr0 aBTOHOMHOTO OKpyra - FOrpsl, a
Takke 17151 GOPMUPOBAHUS Y HACETIECHUS KYJIbTYpbl 0€3011aCHOTO
UCIIOJIb30BaHUSI KOMIIBIOTEPHBIX TEXHOJIOTUH, PACUETHBIX OAHKOBCKUX KapT,
COIMANIbHBIX ceTel, pazpadorannsie OMB]/I Poccuu o r. Yparo.
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PEKOMEHJALIUN
0 MpaBuJjIax 6e30MaCHOr0 MCNOJIb30BAHUSI KOMIIbIOTEPHBIX T€XHOJIOTHId,
pacyeTHBIX 0AHKOBCKHMX KapT, COUMAJBHBIX ceTeil

Ha tepputopun XaHThl-MaHCHUHCKOTO aBTOHOMHOIo oOkpyra HOrpel, B TOM 4Yucie Ha
TEPPUTOPUU T. Ypail OTMEYAETCA POCT COBEPILUCHHS MOLIEHHUYECKUX ACHCTBUH B OTHOLICHUU
rpaXkJaH MOJ BUJOM OKa3aHUs Pa3IMYHBIX YCIYT, B TOM 4Hclie B 0aHKOBCKOM cdepe, mocpeacTBOM
MOOUITBHOU CBsi3M U ceTH « HTepHEeT». 3a4acTyio MOTEPHEBIIME OT MPECTYIMHBIX MOCATATEILCTB
rpaXkJaHe He OCBEAOMIICHBI O BHOBB MOSBIISIOLIUXCSA BUAX U CIIOCO0aX MOIIEHHUYECTB, BBUAY YETrO
HE CIIOCOOHBI B IMOJTHON Mepe 00€301acuTh ce0s1 OT TAKOBBIX TOCATATEIILCTB.

C uenplo npeaynpexaeHHs IPECTYIHBIX MOCATaTeIbCTB B OTHOLICHUH TPaXK]IaH, PACCMOTPUM
UMEIOIIUECS BUIBI, CITIOCOOBI MOIIICHHUYECKUX ACHCTBHIA, a TAK)KE CIIOCOOBI N30€KaTh CTOJIKHOBEHHUS
C MOUICHHUKOM.

MouieHHUYeCTBA, COBEPIIAeMbIe C MCNI0Jb30BAHHEM MOOUIBHOIO TejledoHa (3BOHKH):

1. 3BOHOK 0T COTPYIHUKA 0aHKA (COTPYIHUKA CJIYKOBI
0€301aCHOCTH 0aHKA, (MHAHCOBOTO MOMOIIHUKA):
COTPYIHUKHU (PMHAHCOBO-KPEAUTHBIX OPraHu3aIuit
HE OCYIIECTBJIAIOT 3BOHKH cBouM KJIMEHTaM, a TAKKe ( :

HE MHTEPECYIOTCA Ob UMEKOIINUXCA Y HUX ' b 4 : %
BAHKOBCKUX KAPTAX, JEHEXHbBIX CPEACTBAX, HE ~
TPEBYIOT HA3BBATH KAKUE-JIMBO PEKBU3UTLIL
BAHKOBCKOW KAPTBI!

B ciyuae, ecau Bam moctynui 3BOHOK OT HEU3BECTHOIO JIULIA,
KOoTOpoe coobuiaet Bam o ToM, uTo B oTHOmEHHH Bac
COBEpILAIOTCS MOIICHHIYECKKE AeCcTBH, Ha Bac odopmmumm
KpenuTHoe 00s13aTenscTBO 1 nHoe, HEMEJIJIEHHO
ITPEKPATUTE PA3I'OBOP, He HY)HO BECTH TUAJIOT C
HEH3BCCTHBIM JIMIIOM, €CJIU Y Bac umeroTcss coMHEHUs 110 moBoay
COXPaHHOCTH Bammmx IeHeXHBIX CPEJICTB U X 0€30MaCHOCTH,
oOparuTech B OT/IeTIeHre OaHKa SMUTeHTa Bareit 6aHKOoBCKOH
KapThbl WIHA K€ OCYIIECTBUTE 3BOHOK Ha rOpAYYHO JIMHUIO
(aOoHEHTCKMIT HOMEP YKa3aH ¢ 00paTHOM CTOPOHBI Bareit
0aHKOBCKOW KapThl) TS IMOTYICHHUS TOIPOOHON HH(POPMAIIHH.
HE COOBIIJAUTE PEKBU3UTHI CBOE1 BAHKOCKOM
KAPTbI, KAKUE-JIMBO IMOCTVYITAIOIIUE KO/-ITAPOJIN,

’/
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2. 3BOHOK _OT___ COTPYAHHMKOB _ NOJHWIMH, TNPOKYPATYPHL,

cJeAcTBeHHOro  komutera, M®DII  (Tocyeayr):  yKazaHHbIE

corpyauuku HUKOI'JTA HE BYJAYT wuntepecoBatbcs Bamumu
‘ ¢uHaHcamu, OaHKOBCKMMH Kapramu. Takxke, corpyanuku HE
- IPOCAT I'PAXJIAH OKA3ATh COJEMCTBUE B ITOUMKE
= MOIITEHHUKOB wnnu HenoOpOCOBECTHBIX COTPYAHUKOB OaHKa.
Ecmm Bam mo3BoHWIM © cooOmumiM, 9To B OTHOHmEHWH Bac
COBEpIIAIOTCS MOIICHHUYECKHE NeHcTBUA WM Bammmu JTHYHBIMHU
JaHHbIMU 3aBnaneno tpetse auno, HEMEJUUTEHHO ITPEKPATUTE
PA3I'OBOP 1 OBPATUTECH B TIOJIMIIWAIO nana yTOYHEHHUA
JAHHOW MH(OPMAIHH.
3. 3BOHOK OT HE3HAKOMBIX JIFOJIEH C HEM3BECTHBIX HOMEPOB, KOTOPHIE
coobmator Bam o Tom, uto Bam Gnu3kuii yenoBek momnan B Oeny,
COBEpIIMJI TIPECTYIUICHWE, MOomajl B OONBHUIY M €My CPOYHO
TpeGyercst punarncosas nomouts. HE JJAUTE CEBSI OBMAHYTh!
B naHHOW cHUTyaluu OCYIIECTBUTE 3BOHOK CBOEMY OJH3KOMY
YeJIOBEKY, O KOTOPOM, BO3MOKHO, IIJIa pe4b, yTOUHUTE HH(OPMALIHIO
0 TOM, B TIOPSAKE JIU OH.

Han6oneeuqaCTo MOIIHHUKHU NCITOJB3YIOT AVOHEHTCKHUE HOMEPA
HECBOUCTBEHHBIE pernony XMAO-FOrpsl, a UMEHHO: aDOHEHTCKHE HOMEDPA,
HayWHAroImecs Ha +7 495***: +7 499***




MoneHHHYeCTBA, COBepIlaeMble ¢ MCI0JIb30BaHuEM ceTH «MHTEepHeT»

1. CoumnanbHbie cetu. B ciyuae, ecnu Baimn 3HaKOMBIN/ONHM3KUH 4YeI0BEK IOCPEICTBOM COOOINECHHUS B
COIMAJILHON CETH MPOCHUT Bac 00KUTh eMy JICHEKHBIC CPeACTBa (B JIOJT), OCYIIESCTBUTE 3BOHOK JaHHOMY
YEJIOBEKY MOCPEACTBOM COTOBOM CBSI3M M YTOYHUTE, JNCHCTBUTEIBHO JIW UMEHHO Baill 3HaKOMBIN/OJIM3KUIA
uenoBek mpocuT Bac 00 omomkenmn. B CJIVUAE, ECJIM VKA3AHHBIE JEWCTBUA BAIII
3HAKOMBI/Onn3kuii  yenmoBek He ocymectsisui, HEMEJUIEHHO TIPEKPATUTE JAHUAJIOT C
MOINNEHHUKOM U OCYIINECTBUTE BJIOKMPOKY KOHTAKTA 0T KOTOpOro mocTYIUIO COOOIIEHUE C
MpOCKOOH, TaK Kak BbINIeyKazaHHbIEe NeicTBus cBUaeTenbecTBYIOT 0 B3JIOME CTPAHMUIIBI B connanpHOM
cetu Bamrero 3aakomoro/6mm3koro gyenoseka, OBA3ATEJIbHO YBEJIOMUTE uenoBeka, 9bs CTpaHHIIA ObLTa
B3JIOMaHa.

HE PABMEILAMTE JIMYHBIE JIAHHBIE HA CTPAHUIIAX COLIMAJIbHBIX CETEM, KOTOPBIMH MOTYT
Bocrosb3oBarseest MOIIIEHHUKHA!

Ilpn mpocmotrpe conmanprbix cereir HE ITIEPEXOJWTE [0 BCIUIBIBAIOHIMM CCBUIKAM,
PEKHUAMHBIM OB BLABJIEHW M, J@aHHBIC CCBUIKH HAIpaBsT Bac ma MOIIEHHUYECKWU CAUT
JBOMHUK/ UHTEPHET-MAT'ABUH/CAUT, COOEPXXAILIMHU B CEBE BUPYCHBIE YI'PO3bI.

Ilpn ocymecTBieHMM 3aKa3a B HMHTEpHET-MarasuHe (CTpaHUIa COLMAJIbHOM CeTH, Biajenel KOTOpOn
ocymectBisier mpojaxy ToBapos), YBEJIUTECh, UYTO BJIAJIEJBIIEM JAHHOW CTPAHMIIbI
SBJISETCS HE MOIIEHHMK! B ciyuae, ecin y nnteprer-marasuna OTCYTCTBYET IOPUAMYECKUIA
AJIIPEC, OTCYTCTBYET HMH®OPMAIIMA O BJIAAEJIBIE JAHHOI'O MHTEPHET-MAT'ASWMHA
(nponasue), a tawke ecnun JJIAA COBEPIINEHUA 3AKA3A HEOBXOJIMMO BHECTHU IIOJIHYIO
OIJIATY 3A TOBAP — 510 CBUAETEIBCTBYET O TOM, YTO BIIajefiel] JaHHON CTPaHUIbl HHTepHET-Mara3uHa
Bo3moxxHo MOIIEHHUK!

2. UurepHer caiitei. HE OCYIIECTBJISIUTE 3AKA3 TOBAPOB
HA CAUTAX, KOTOPBIMU PAHEE BbI HE I1OJIb30BAJIUCS.
B caydae, ecnm BcE-TakM BO3HHKJIA JaHHASA HEOOXOIUMOCTD,
MPOUTHUTE OT3BIBBI O IAHHOM CaiTe.

IIpu ocyiiecTBiIEHWH TOKYNOK Ha caiTe, KOTOpblii paHee Brl
ucnons3oBay, OBPATHUTE BHUMAHWE HA AJPECHVYIO
CTPOKY CAWTA (https:/***), B cmyuae, eciu B AJIPECE
CAWTA MHPUCYTCTBYIOT JHMIIHWUE CHUMBOJIBI, 570
CBUJIETEJILCTBYET O TOM, YTO JAHHBIM CAUT SBJISIETCS
JIBOMHUKOM OpHrvHanb5HOTO CaiiTa, Ha KOTOPOM paHee BbI
OCYIIECTBJISUIA TTOKYITKH.

IIpumep:

https://www.tutu.ru/ (O®ULIMAJILHBINA CAIT);
https://www.tu-tul.com (CAMT JBOMHMK - MOIIEHHUK).

3. UntepHer miargopmbl AJisi NPOAAKH/MIOKYIIKKA TOBapoB. B ciyuae, ecinu Bel ocyniecTBisieTe NOKYNKy
TOBapOB MocpeacTBoM uHTepHET miathopm «ABUTOy», «HOJIA» u uneix, HE IEPEBOJAUTE ABAHC
INPOAABILY B cuer omiarel ToBapa. B CIIYYAE, ECJIM TTPOJIABEIl BAC TOPOIIUT C
HOKYHKOﬁ/OCYMECTBHEHHEM IIJIATEXA, 3T0 MOXKET CBHACTEIHLCTBOBATHL O TOM, YTO JAHHBIN
npoaasenr — MOIIMEHHUK! HE TIPEXOJIWTE T1O0 CCBUIKAM, KOTOPBLIE HATIPABJIAET BAM
IMPOABELI o BUOM CCHUIKH Ha NMEPEXO/T VIS OILUIATHI TOCPEJACTBOM CepPBUCA OBICTPHIX MIATEHKEH.

B cnyuae, eciiu Bl ocyinecTBiisieTe mpoiaxy ToBapa nocpeactsoM untepHeT miathopm «ABUTO», «FOJIA»
v unbix, HE COOBIIAWTE TTOKYIIATEJIIO BAHKOBCKHUE PEKBU3UTHI CBOEM BAHKOBCKOU
KAPTHBI mns ommater ToBapa. HE TIPEXOJUTE 10 CCBUIKAM, KOTOPBIE HAIIPABJIAET BAM
TTIOKVYITATEJIb mox BUIOM CCBIIKM Ha TIEPEXO.T TSI OILIATHI TTOCPEICTBOM CEpBHCA OBICTPHIX TUIATEIKEH.

4. Meccenmxepbl. B ciyuae, ecim Bam [NOCTYIIMJIO CMC-YBEJOMJIEHUME B kakoM-i1H0OO
MECCEH/IXKEPE OT HEM3BECTHOI'O OTIIPABUTEJIA, coaepsxaiiee B cede kakyro-nmudo CChIJIKY, HE
IEPEXOUTE 10 YKA3BAHHOM CCBUIKE, BBHIy TOTO, 9TO OHA MOXET COACPIKATH BUPYCHbIC YIPO3BI
(Bupychi-momennyky). HE PEATMPYMTE ma nocrymarmomme cMc-yBegomieHns o BBIMTPAIIAX,
HEOBXOJIMMOCTHU MOJYYEHU S KAKMX-JIMBO ITOCOBUI 1 nroe.

BCE YKA3AHHBIE JJENCTBHS COBEPIIAIOT MOIIEHHUKHA!




ByabTe 61MTEeILHBI K CBOMM (DMHAHCAM M PACIIPOCTPAHEHHUIO MEPCOHATBHBIX
JTAHHBIX!

* CTAPAUTECHb WM3BETATH IUIATEXEM B CETHM WHTEPHET IIOCPEJICTBOM CBOEU
BAHKOBCKOM KAPTHI;

* HE OCVIIECTBJISIMTE IIOKVIIKM B CETHM MHTEPHET HA IIOJO3PUTEJIbHBIX U
HE3HAKOMBbIX CAUAX I1O «[TPUBJIEKATEJIbHBIM LIEHAM»;

* [IPEPBUTE PA3I'OBOP, ECJIM1 BAM 3BOHUT HEM3BECTHOE JIULIO U TOBOPUT C BAMU O
®HMHAHCAX, UIMEIOIIMNXCS BAHKOBCKUX KAPTAX;

* HE [IEPEXO/IUTE I10 [TOJIO3PUTEJIbHBIM CCBIJIKAM;

* HE [IEPEYNCJISIUTE JIEHEXXHBIE CPEJICTBA HA DJIEKTPOHHBIE KOIEJIBKH, He y6eamBuinch
B 6nar0Haz[e>1<Hocm I(OHTpal"eHTa;

* HE COOBLIAWTE HE3HAKOMBIM mm MAJIOSHAKOMBIM JIMLIAM JIMYHBIE JTAHHBIE,
KOTOpLIe B I[aJ'II:HefIIHeM MOFyT 6LITL HCITIOJIb30BAaHbI BaM BO Bpeﬂ.

PACCKAXHUTE OF YT'PO3E MOIIEHHUYECKHMX JENCTBUN CBOUM
BJIM3KUM!



OMB/[ Poccum nor. Ypato
MPEOYMPEXOAET!

® OcTeperantecb MOLWEHHUKOB HA UHTEPHET-
nnatdopmax «AButo», «KOna»!

® He nepeBoguTe npenonnaTty B CYET
NOKYMKW ToBapa!

® He nepexoauTe No CCbiNKam,

= — KoTopble BamMm HanpaBnsaeT
- npogaseL, Unm nokynaTtesns!
Grrro)
® He BBOOAUTE PEKBU3UTDI
=

6aHKOBCKUX KapT!

B Beoute 6eceny ToNbko B YaTax « ABUTOY,
«KOna», He nepexoauTe B MHblE MECCEHOKEPDI
onsa 06cy>XAeHUsa YCNoBUIMA NOKYNKU K
npoga>xm Topapa!

HE JAUTE CEBA OBMAHYTb!



OCTOPOXXHO!
MOLULEHHUKMU!!

Yyactunuco cny4vyau B3/1OMa aKKayHTOB noprtasna «l'ocycnyrm»,
MOLUEHHUKN NonyYarT nHdopmaymio ¢ uenbto obopmneHns
KpeanuToB U MUKPO3aMOB.

C uenbio npeaoTBpalLeHUA
XULEeHUA NUYHOA nHpopMauum,
HEOBXOAMUMO 3HATD:

@ Corpyanuku noprana «Focycnyru» He 3BOHAT
nonb3oBarensaMm. B cnyyae 3BOHKa OT NpeacTaBuTens
noprana «lNocycnyr», HEMEQJIEHHO npekparure
pasroeop - 3to MOLWWEHHUKW!

@ HUKOMY He coobuwiaiiTe, NnocTynawowme
KoAabl noaTeep)xaeHun!

@ He nepexoauTe No NOAO3PUTENbHLIM CCbiNKam!
@ NpuHuMaiiTe Mepbl AN

COXpaHeHMA CBOMUX
NUYHbIX AaHHbIX!

NMNOMHMUTE!

Ecnu Bbl cTanm xepreamm
MOLIEHHUKOB -
HesaMeanuTenbHo
coobwanre B nonuuuio!



HE CTAHbTE
XEPTBOWU \
MOI.I.IEHHMKOB' 1 JEFE cioe 32 pegy

( 0BLABNEHVE O MPOJAXE SIS = -
MoLueHHUKK- NpoAaBLbI NPOCAT NEPeYUCIUTL
TOBap, KOTOPbIN BNOCNEACTBUM XKEPTBA He nonyyaer.|
OBbABJIEHUE O NOKYINKE
MoLueHHUKM -NoKynaTenu cNpawuBatoT PeKBU3NTLI | (apnunk 0T EAHKOBCKOMO PABOTHMKA\
0aHKOBCKOI KapTbl U (nM) CMC-KOA AKOObI AN MoLEHHHKH 3BOHST XepTBe oT Mya
nepeyucienun AeHer 3a ToBap, nocne 4ero 0aHKOBCKOro paﬁomm(a (cwxﬁbl
NOXULLAIOT IeHbIu ¢ GaHKOBCKOro cyeTa. 6e30nacHOCTH) U NOA NPeANorom 3aLiUTbl
\ /| 6aHKoBCKOil KapTbl (CYeTOB) OT
- MOLLEHHHYecKuX fiedcTBHil, npenaraoT
BJIOKUPOBKA BAHKOBCKOW KAPTbI
’ nepeBecTH leHeXHble CPefCTBa Ha
Coobuienue o 6nokupoBKe GaHKOBCKOI KapTbl ¢ Pe3epBHbIil CYET 6aHKA (HOMEp INeKTOH-
n‘g:p_°';;l:$b":;°pﬁ°a'::¥(:m% 'I'(g:",’rg:'""" HOrO CpeficTBa NnaTexa (fHpaeKc-aeHbrH).
y A prbL HE BEPbTE- 3T0 MOWIEHHHYECTBO, fleHbrH
s — Bbl nepeyncnserte ve Ha PESEPBHbIN
BbIUTPLILL (komnexcauus 3a noTepAHHbIA \ CYET 6anKa, a MOLUEHHUKAM. )
Bknaj) MoLweHHUKM co00LLatOT O BbIMrpbiLLe
npu3a, BO3MOXHOCTH NOJNYYEHUs KOMNEH- ’ N
cauuu 3a noTepsHHbIA BKNag B 3BOHOK 0 HECHACTHOM CJYHAE
«®OUHAHCOBYHO MUPAMU Y. XXepTBe MoweHHUKM 3BOHSAT XepTBe OT nuua 6nuskoro
MOXHO 3abpaTtb ero, 3annaTus Hanor unu YesioBeKa UM oT NPeACcTaBUTENA BACTU U
| nnary AKobb1 «3A COXPAHHOCTb [EHET . )| BbIMaHMBAIOT AEHbIW.
COOBLLEHUE OT IPY3EM
(BUPYC B TENEDOHE ) | MoweHHUK nonb3yeTcs YyXKoil CTPaHU4KOi B
MoLLeHHUKK 3anycKaloT BUpYC B Teneq)oﬂ’ couuaﬂb“nﬁ CeTu B MHTEPHETE, U noj BUAOM
npeanonaras NpoiTi no 3apaxeHoil ccoinke. | | APYra (POACTBEHHUKA) NPOCHT NEPEHUCIUTH
GaHKOBCKOI KapTe, NPUBA3aHHO K Tenedhony. | | XapTbl AK0ObI nepeuucnenus Bam pexer
HE MPOXO0UTE NO COMHUTEJIbHbIM \JT0A Pa3iHiHbIMU NpeANoramu. ¥
CCbIJIKAM.
\ J

nomlure npu nocwnneuuu 3Bom(on‘or «pencrasureneﬁ» 6am(onh
He CTOMT JloBepATb UM. JlyyLue BCcero nonpoLyaThcs U cpasy Xe oﬁpanm.cn
B ohuc cBOEH KpeAUTHOW opraHnu3awLuu, rge u YTONHUTDL BCH HHpopmauuio!!



